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Abstract

With the development of information technology and the mass
use of the Internet as a global structure for business and as a new tool
for politics, espionage, and military activities, the need to take measures
to protect against the abuse of the opportunities offered by the Internet
and the tools of information technology has become apparent. Cyber-
space, or the Internet, is evolving into a global, interconnected network
of systems and information that is transforming the behavior of
governments, businesses, and citizens and opening up new markets
with limitless opportunities for promotion and trade. On the other hand,
this trend is followed by a continuous increase in cyber attacks on the
critical infrastructure of states, which imposes the need to find an
effective model for securing cyberspace from cyber attacks. Accor-
dingly, the subject of this paper is an analysis of the need to create
cybersecurity, timely, efficiently and comprehensively deal with mo-
dern risks and threats to security. Hence, the assumption is that dealing
with contemporary risks and threats present in cyberspace depends on
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a comprehensive and efficient national cybersecurity strategy that
involves the involvement of all stakeholders with precisely defined
activities and fields of action, and its alignment with strategies at the
international level.

Keywords: cybersecurity, risks, threats, critical infrastructure,
strategy.

Bosen

JleHec, KaKo IITO TEXHOJIIOTUUTE, YCIYTUTE, TOAATOIIUTE U JIyIeTO
KOMYHHIIMPAAT Ha C¢ MOCJIOXKEHN HAYMHH, TIOTCHIIMjaTHATa OIIAaCHOCT
o]l cajOep 3aKaHU ce TOMECTU HAJBOP O] TPAJAUIIMOHAIHUTE MPEXH U
KoMmIjyrepcku cuctemu. Cajoep HamaauTe BP3 HAIIMOHAIHUTE KPUTH-
YHH UHQPACTPYKTYpPU MOXKE Jla UMaaT KaracTpodaaHu BiMjaHU]ja BP3
€/IeH WM TOBEKE CEKTOPH M Jia MPOU3BEAAT OJpEICHU HapyllyBama
IITO MOXeE J]a BIIjaaT U BP3 MOBEKe MOTCEKTOpU. Pemnrennure npoTu-
BHUIIM TIOCTOjaHO HAOTaaT MHOBATUBHU METOM 32 MCKOPHCTYBAmkE HA
PaHJIMBOCTHUTE, 1A 3a Ja C€ OCTaHEe YeKOp IMOHAampel, NoTpedHo e Op3,
MOETHOCTABeH HAYMH 32 Pa3BOj, TECTHpPAamkEe M KOPHUCTEHE Ha Haj-
COBpEMEHUTE pelIeHnja 3a cajoep 6e30eT1HOCT.

JIuTuTaTHUTE 3aKaHM JICHEC Ce TIOCTOjaH MPEeIU3BHUK HE camo 3a
HalMoHanHaTa 6e30e/1HOCT, TyKy U 3a Mel'yHapoJiHaTa 0e30€1HOCT BO
nenuHa. [Ipakcara mokaxyBa JieKa IMMOCTOM OJIpe/ieHa acUMETpHja To-
Mery 3roJeMEHHOT JIjana30H Ha JUTUTATHU 3aKaHU U HallMOHAJTHUTE
MOJKHOCTH 32 OTIOPHOCT. TOKMY OBa acHMeTpHja IO 3rojieMyBa PU3H-
KOT O] HapylllyBama Ha KPUTUIHATA HHPPACTPYKTYpa, a 3TOJIEMEHUTE
aKTUBHOCTH Ha KPMMHHAJIHUTE OpPraHU3allMd BO JUTHTalHaTa cdepa
JI0/1aBaat yIiTe €/IeH CII0j Ha HEM3BECHOCT.

3aKkaHWUTE W PU3HLIUTE JOOMBAAT HOB OOJIMK, Ia OTTYKA XHOpHI-
HUTE 3aKaHH CO IPAaBO MOXKeE J1a C€ KOHCTaTHpa JeKa ce eICH O] I1aB-
HUTE (HaKTOPH 3a 3arpo3yBame Ha 0e30enHOcTa. XUOPUAHUTE 3aKaHU
BKJIy4yBaaT Pa3HOBHUJHM aKTHUBHOCTH, MPBEHCTBEHO cajOep Hamajwu,
mMpeme 1e3uHpopMalnny, akTd Ha cabotaxa u ci. HuBHara nen e aa
ro jectabuin3upaar, JAe30praHu3upaar u jga ro ociadar 6e36emHoc-
HHUOT CHCTEM Ha €J[Ha JIp)KaBa, BKIIyUyBajKH I'0 TyKa U YHUIITYBAHETO
Ha KpUTUYHATa HHOPACTPYKTypa.

bunejku nocranHocTa, UHTETPUTETOT, JOBEPIUBOCTA U OTIIOPHO-
CTa Ha KPUTHYHUTE UHPPACTPYKTypH U OATOBOPOT Ha cajOep 3aKaHUTE
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ce IojaBHja KaKo HAI[MOHAIHU TPUOPUTETH 3a CHTE Pa3BHCHU 3E€MjH,
noTpeOHO € M00po IMIaHupame, KOOpAWHAIM]ja W CIPOBEAYBAkE HA
AKTUBHOCTH 32 OJITOBOP CO IIeJ J1a C€ MUHUMH3Upa 3aKaHaTta, HO U 10C-
nenunuTe Kou Ou HacraHane. Toa moapa3Oupa U3rOTBYBame M pas-
BHBam-€ Ha ceon(aTeH IUIaH 3a yIpaByBamke CO cajoep KpU3H KOj € mpe-
JYCIIOB 3a IIEIOKYITHOTO YIIPaByBame CO KpU3H. BeymHocT, HarmoHas-
HUOT TUIaH 3a yIpaByBame co cajoep kpu3u Tpeda na 06e36emu dop-
MasieH, (GOKyCHpaH M KOOPIAMHHPAH MPUCTANl KOH pearhupameTo Ha
3aKaHUTE ¥ PUBHIIHMTE MTO ke 00e30enu epukacHO (HyHKIIMOHUPAHE Ha
T.H. cajOoep KpHU3eH MEHAIMEHT.

YnpaByBameTo co cajOep KpU3HTE BKIY4YyBa Pa3IMYHH aKTEPH
Ha PETMOHAIHO, HAIIMOHAJIHO W MEeTYHapOIHO HUBO, & JIjCTBYBAHETO
MOJKe J1a OMJie Ha TEXHUYKO, OTIEPATUBHO U Ha CTPATEIIKO HUBO IOJI0-
OpyBajku ja copaboTKaTa W KOOpJAWHAIMjaTa ME'y CHTE PeJICBAaHTHHU
3acerHaTH CTpaHHU.

1. OcBpT Ha noTpedaTa oj cajoep 0e30eTHOCT

WNHTeH3uBHUOT U Op3 TEXHOJOUIKK HampeIoK, ja HaMeTHA IMOT-
pebaTta Ha npxkaBuTe Ja OMIaT BO YEKOp CO cajOoep 3aKaHUTE 3a Jia
MOJKaT Jia To 00paHaT cBOjoT cajoep npoctop. Kako BpBeH mpuoputet
Ha HAIIMOHAJTHUTE BJIaJIU CE€ UCTaKHYBa MOTpebdara 3a M3HAOT abe 3aKOH-
CKH pellieHH]ja 1 PETYJIaTUBH 3a CIIpaByBame CO cajoep 3aKaHuTe, mpea-
BHJIYBam€ U CIIPEUYyBamkhe Ha HAmauTe Bp3 cajoep mpocTopoT, copadboT-
Ka CO NPUBATHUOT CEKTOp U 0e30eTHOCHHUTE eKCIepTH, o0yka Ha
Ip’KaBHUTE 0€30€IHOCHU KaJpu, W3HAOTame COOJIBETEH OJrOBOp Ha
HarmaauTe U Op30 Bpakame BO (DYHKIIMja HA HAIMAIHATUTE CHUCTEMH U
mpesxu (CrnaBeBcku, 2015: 7-9).

Cajbep Hamagute Kako riodanHa 6e30e1HOCHA 3aKaHa TTPEeIU3BHU-
KyBaaT OrPOMHHU UMIUIMKAIIUN HE CaMO Bp3 MOEAUHIIM WU BP3 CUCTE-
MUTE Ha e/Ha KOMIIaHHhja, TYKY U Bp3 KOMIUIETHHOT 0e30eIHOCEeH cuc-
TEM Ha eJ{Ha Ip>KaBa, CO MOXKHOCT 3a MPEAN3BUKYBAE KPU3H O] OLIH-
poku pa3mepu. [locebeH akieHT ce cTaBa Bp3 HaJHOBUTE UHIYCTPUCKU
HamaJau, KOM C€ CMeTaaT 3a HajrojieMu cajoep 3akaHh M BOETHO
MIPEeTCTaByBaaT €/IHU O]l HAJTOJIEMUTE TTI00aTHU 3aKaH!

Kputnunara uHppacTpykTypa Kako MOMM O3HAuyBa €JIEMEHT,
CHICTEM HJIH JIeJT O] CUCTEM JIOIIMPAH BO OJIpe/ieHa Ip)KaBa, YAH OCHOB-
HU (YHKIIMM U 3HAYEH-E Ce MOJIPIIKA Ha BUTAJIHUTE OMIITECTBEHU
¢byHKIMKM, 37apaBjeTo, 0e30elHOCTa, E€KOHOMCKaTa M COIlMjajiHaTa
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Oylarococroj6a, a uYMe HapyllyBamke WM JECTPYKIHja OM HMAJIo
OTPOMHHM TOCIIEIUIU BP3 caMaTa JIp>KaBa MOpaayd HEMOXKHOCTA Jia ce
onpxat tue ¢pynkiuu (bakpecku u ap., 2017:17).

bunejku uHQpacTpyKTYpHUTE MpEXU ce MelyceOHO 3aBHCHH,
OJTHOCHO 3a€MHO BIIMjaaT €/Ha Ha Jpyra U UMaaT KOMIUIEKCHHU BPCKH,
HapyIIyBamkbeTO Ha HUBHOTO (PYHKIIMOHUPAE MOXE Ja NpPEAU3BUKA
OIPOMHH MaTepHjaliHH U YOBEUKHU 3aryOH BO OIIITECTBATA, Ma AYPHU U
Jia T0BeJIe 10 Kpax Ha CUCTEMUTE.

Kpurnunara nnpopmatiaka nHPpaCTpyKTypa € oHaa ITo ce Oa-
3Upa Ha KpUTHYHATa HH(PPACTPYKTypa MOBp3aHa cO MHPOpMATHIKATA
TexHojoruja. Hamaaure o HeoBIacTeHM JIMIa Ha BakBaTa HH(pOpMa-
THYKa HHPPACTPYKTYpa MPETCTaByBaaT Cepro3Ha 3aKaHa 3a 6e30eqHo-
CTa Ha Jp)KaBara, MOpaiM IUTO crabwiHaTa u Oe30eqHa KpUTHYHA
nHpopMaTHiKa HHPpACTpyKTypa Tpeda /1a Oue MPUOPUTET HA CeKoja
COBpEMEHa JIp’KaBa U HEj3MHA OCHOBHA CTPATEILKA LIEI.

OcHoBeH cToyi0 Ha cajoep Oe30emaHOCTAa MPETCTaByBa, Mpen Ce,
6e30eqHOCTa HA KOMYHHUKAIMHTE, Koja omdaka MEpKH M KOHTpOIa,
MPe3eMEHHU 3apajyl CIpeuyBamke HEaBTOPH3HMPAH INPHCTAINl HA JIMIA 10
HH(pOpMAIIMKTE IITO MPOU3JIEryBaaT O KOMYHHKAIIMHUTE U J1a ce 00e3-
Oe1 aBTEHTUYHOCT Ha TaKBUTE KOMyHUKanuu. KomyHuKanuckara 6e3-
OeIHOCT BKIIy4yBa KpUIITO3AIITUTa, 0€30€THOCT Ha TpaHCMHUCH]aTa, 6e3-
OemHOCT Ha eMHucHja, 0€30eHOCT Ha MpEeXHTe U (u3nuka 6e30eqHOCT
Ha MartepujanuTe 3a 6e30e1HoCT Ha komyHuKanuuTe ([loxues, 2007:34).

Kputnunara uHppacTpykTypa Kako KOMILJIEKCHA M MeryceOHO
CTPYKTYpPHO NOBp3aHa LIEJIMHA € O] FOJIEMO 3HAa4YeHe 3a HEPEUEHOTO
(GyHKIIMOHUpamke Ha ap)kaBaTta. Taa e jacHa IujajeKTUKa U CUHEpruja
IITO TY MOBP3YyBa HHIYCTPUCKHOT CEKTOP, KOMYHUKAITUCKUTE CHCTEMH,
€HEPIreTCKUOT CEKTOP U JAPYTMTE CEKTOPH, CUCTEMH U MPEXH LITO ce
0]l TOJIEMO 3HAueHE 3a JpkaBaTa OWEjKM cO Hea ce 00e30emyBa
notpeOHata ctabunnoct (bakpecku u np., 2017:9).

OTTyKa, cexoe HapyIIyBamke WIH MMPEKUH Ha paboTarta Ha oJpeie-
HU CEKTOPU WJIM CUCTEMH MOXe JIa TIPeAU3BHKA CEPHO3HHU TOCIEIHUIIN,
BO OJTHOC Ha 3arpo3yBame Ha Oe30emHocTa Ha Jp)kaBaTa, HAIIMOHAJ-
HaTa €KOHOMHja, €KOHOMCKHOT DPa3BOj M TMPOCIEPUTET, KaKO U Ha
CTa0MIIHOCTA Ha €HEePreTCKHOT cekTop. Cekoe HapyIIyBame HITH Ipe-
KMHOT Ha paboTara Ha caMoO €€H O] HAaBEJCHHUTE CEKTOPH MOXe Ja
MpeIN3BUKa CEPUO3HH TOCICTUIN BP3 APYTUTE KPUTUIHH CEKTOPH U
Ha TOj HA4YMH J1a Ce HapyIllu XapMOHHjaTa, a 0e30e1HOCTa Ha ApKaBaTa
na Ouzie TOoBEACHA BO Mpaliambe.
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2. Cajoep 6e30eqH0CTa M1 Mel'YHAPO/HATA 3a€eTHUIIA

Cajbep 3akaHWTe 3a KpUTUYHATA HHPPACTPYKTypa, Koja ce
MOBEKE € MO/IT0’KEeHAa Ha COQUCTHUIMPAHU cajOoep yraau, MPETCTaByBaaT
HOBHU pHU3UIIK 3a 0e30emHocTa Ha apkaBaTa. [lopagu Toa, roiem Opoj
Jp KaBH U3TOTBYBAAT CTPATETHH 3a cajoep 0e30e1HOCT U ' MPHUCIIOCO-
OyBaaT Ka3HEHO-TIPAaBHUTE pPEryJaTHBH 3a Ja OCTaHaT BO YEKOp CO
Op3UOT U MHTEH3MBEH Pa3BUTOK HAa MH(pOpMATUYKATa TEXHOJIOTHja U
MPUAPYKHUTE allaTKH, KaKo U 3apaau o0e30eayBambe COOABETEH CTe-
MIeH Ha 3alITHTa O] BaKBUTE 3110ynorpeOu. OcBeH Ha HALIMOHAIHO HH-
BO, U Mef'yHapoaHute opranuzauuu, npex ce¢ OOH, HATO u EY, ax-
TUBHO ja Clie/laT OBaa MpoOJieMaTHKa, PH IITO Tpe3eMaaT COOBETHH
aKTUBHOCTH 3a Cy30MBamb-€¢ Ha HETAaTUBHUTE MPEAU3BUIIH.

Bo 2010 roauna I'enepannoro codpanue Ha OOH nonece Pe3o-
nyuuja 3a cajoep 0e30eaHOCT, Koja To HarjacyBa cajoep KpUMHHAIOT
KaKo IJaBeH IpeIu3BUK 3a 0e30eJHOCTa Ha HALMOHAJIHO U Ha TJ100aIHO
HUBO U moTpebara ol mpe3emMarme 3a¢AHUYKH HAIOPH 3a 3alITUTa Ha
KpuTuuyHata uH(popmarnuka uHPpactpykrypa (bakpeBcku U
Munomescka, 2021:165-166).

Bo Hosuor crparerncku xonuent Ha HATO wu Jleknmapaiujata
nonecena Ha Camuror Ha HATO Bo Yukaro 2012 rogunHa € yTBpAEHO
neka cajoep HamaguTe ce ¢¢ MOoCO(UCTHIIMPAaHU M 3aToa motpedarta off
Kpeupame e(eKTHBHa cajOoep-oa0paHa € eHa O]l HajlIpUOPUTETHUTE 3a-
naun Ha HATO. U3naoramero edekTrBeH 0AroBop Mopa a ce 00e30e1u
CO MHTEH3MBHA KOOPAMHALIM]A, CO ILITO KE ce MPHIOHECE 3a 3ajaKHYBabe
Ha OTIIOPHOCTA Ha CHUCTEMOT Ha ojoOpaHa. KomruiekcHocta Ha cajoep
3aKaHWTEe HAMETHYBA HW3a MPEAM3BUIM BO JEJIOT Ha NPEIBUIYBAE HA
KaralyuTeTUTe 1 HAYMHUTE 32 CIIPaByBambE CO HUB, LLITO BO TojieMa Mepa
MOKe J1a TIPEIM3BUKAAT KOHTPAAUKTOPHH CUTYaIlMH BO OTHOC Ha Mel'yHa-
POMHOTO TpaBoO, Kako M Jen oj 4oBekoBute mpasa (http://www.nato.
int/cps/en/natohg/official_texts 87593.htm?selectedLocale=en).

Bo 2008 romuna Bo Tamuu, Ecronuja, e ¢popmupan HATO -
[lenTtap 3a xoomnepatuBHa cajoep ogOpaHa, KOj ©Ma CTaTyc Ha Mel'yHa-
pOJIHa BOEGHA OpraHM3alija co MUCH]ja 3a 3r0JIEMyBamke Ha CIIOCOOHO-
cTa, copaboTkara M pa3MeHata Ha HHpopmanuu nomery HATO,
3eMjUTe-WIEHKU M 3eMjUuTe-apTHEpU BO objacta Ha cajOep-onOpaHa,
Bp3 OCHOBA Ha 00pa30BaHMe, HCTPAXKYBAHE U Pa3BO]j, HAYYCHHU JICKIINU
Y KOHCY/NTAIHU.
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HATO ILlenTapor 3a koorepaTuBHa cajoep o10paHa ce CTpeMHu Ja
Ouse TJIaBeH M3BOpP Ha €KCIepTh3a Bo objacta Ha copaboTkKaTa Ha
cajoep onOpaHaTa, cO aKyMyJIUpambe, CO3AaBambe U IUPEHE 3HACHa 3a
cpoaHm Tmpamama Bo pamkutre Ha HATO, 3eMjure-4iieHKH U 3eMjHUTe-
naptHepu. HATO-LlenrapoT ce ¢okycupa Ha ogo0pyBame Ha IIPaK-
THYHATa COpabOTKa MoMery 3eMjUTe KOU T'M CIIOH30pUpa, Kpeupajku
MpEXHHU 010paHOeHn BexOU BO peasiHO BPEME U JIPYTH CIUYHU CUMY-
JalMy, OBO3MOXKYBajKM MM Ha YYECHUIIMTE Ja BOCIIOCTAaBaT HAIMO-
HaJIHa KOOpJMHAIMja U paMKa Ha copaboTKa 3a Ja T' MpaKkTUKyBaaT U
71a TH TECTHPAAT MOYKHOCTHTE IITO MM C€ IIOTPEOHH 32 J]a OroBOpar Ha
peannuTte cajoep Hanaau (https://ccdcoe.org/).

Wnejara 3a HEONXOHOCTA OJ1 pa3Boj Ha cajoep 6e30eqHoCTa KaKo
HEPACKUHJIUB JIed O] KOJIEKTUBHUTE 0e30€THOCHU CHUCTEMH, MPOIO0I-
KyBa 1 Ha Hapeauute camut Ha HATO, co mocebeH akieHT Ha cajoep
onopanara. Mimeno, Hananute on cajoep-cdepara craHaa aen of 3aa-
Jyara Ha KoJeKkTuBHaTa onOpana Ha HATO u 3emjute-4ieHKu ce 00B-
p3aa Ha cajOoep-on0paHa, OJHOCHO Jia TO pa3BHjaT W 3ajaKHAT ILIeNoC-
HUOT CTEKTap Ha HAI[MOHATHUTE MOKHOCTH 32 KOMITjyTepcka og0paHa
(bakpeBcku 1 MumomeBcka, 2021: 172).

Crparerujata 3a cajoep 6e36emnnoct ox 2013 roauna Ha EBpo-
NICKaTa KOMHCHja 1 BUCOKHOT NpeTcTaBHUK 32 HAJABOPELIHU paboTH U
6e30enHoCcHa monnTuka Ha EY npercraByBa npB ceondareH JOKYMEHT
Ha EBporickata Yuuja 3a oBaa obmact (Cybersecurity Strategy of the
European Union: An Open, Safe and Secure Cyberspace, 2013:2).

Crparerujarta ru omndaka BHaTPEIIHUOT Ma3ap, npaBjaTa, BHaT-
pemHuTe paboTu U cajOep MpocTop, O acleKT Ha HaJBOpEeLIHaTa o-
mutrka. CTpaTterujaTa e mpocieieHa co 3aKOHOAaBHUOT MPEJIOT J1a ce
3ajakHe Oe30eqHOCTa Ha HH(popMaTHukuTe cuctemu Ha EY, 3a mTo ce
MIPETIOCTaByBa JIeKa Ke TO MOTTUKHE €KOHOMCKHOT PacT BO OJHOC Ha
pacToT Ha JIoBepOaTa BO KyIyBamEeTO HA HHTEPHET.

Bo Crparermjata 3a cajoep 6e36eqHoct Ha EVY jacHo e mpenBu-
neHa Busujata Ha EBporckara YHwuja, T.e. ,,00e30eqyBame CUIHA U
edeKTHBHA 3allITUTa U MPOMOIMja Ha MpaBaTa Ha rparaHuTe 3a Ja ja
HanpaBu OHJIQjH-cpenHaTa Ha BY Haj0e30e1Ha BO CBETCKH paMKU™, 3a
9He OCTBApyBamE € IMPEIBUIACHO HCIOJIHYBAmhE HA IMET CTPATETHCKH
MPUOPUTETH: TIOCTUTHYBame cajoep OTHOPHOCT, APACTUYHO HaMally-
Bame Ha caj0ep KPUMHUHAIOT, pa3Boj Ha cajOoep 6e30eTHOCHA TTOJIUTHKA
U CIIOCOOHOCTHUTE MOBP3aHU cO 3aeHUUYKaTa O0e30eHOCHa U 0J0paH-
OeHa MoJIUTHKA, Pa3B0j HA MHAYCTPUCKUTE M TEXHOJIOIIKH PECYpCH 3a
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cajoep 0e30eHOCT M BOCIOCTABYBaKk€ KOXEPEHTHAa MelryHapoJHa
MOJUTHKA Ha cajoep mpocrop Ha EY u mpomoBHpame Ha OCHOBHHTE
Bpennoctu Ha EY (CnaBeBcku, 2015:7-9).

Hogara Crpareruja 3a cajoep 6e36eqnoct Ha EY 3a mururannara
JieKajia Ma 3a 11eJ J1a 00e30e1u r1o0aieH ¥ OTBOPEH MHTEPHET CO CHITHA
3allITHTA 32 CHOPaBYBamkE CO PU3MLMTE 3a 0e30eIHOCTa U 32 OCHOBHHUTE
YOBEKOBH TIpaBa W cioboau Bo EBpoma. Crenejku ro HampemoKOT
MOCTUTHAT BO pPAMKUTE Ha MPETXOAHUTE CTPATETHH, Taa COIPXKU
KOHKPETHH TIPE/JIO3H 32 PacIiopeyBambe Ha TPH TNIABHU UHCTPYMEHTH -
pEerylaTOpHH, HHBECTUIMCKH 1 IOJIUTHYIKA HHCTPYMEHTH, 32 CIIPaBYBambe
CO Tpu o00nacTh Ha JejcTByBamke Ha EY: OTIOPHOCT, TEXHOJOIIKHA
CYBEPEHUTET U JIUACPCTBO; IPAJICHE ONMEPATUBEH KallalluTeT 3a CIIpedy-
Bambe, OJIBpaKae U OJI'OBOP; U YHANPEIyBamke Ha MIO0AJICH U OTBOPEH
cajoep-pocrop. EY e mocBereHa Ha mopIiika Ha OBaa CTpaTeruja mpexy
3HAUMTEITHO HUBO HA MHBECTUIIMU BO JTUTUTAIHATA TpaH3uKja Ha EY Bo
CIICIHUTE CeyM TOJIMHY M Ha TOj Ha4MH cajoep Oe30eqHocTa Mopa Ja ce
MHTErpupa BO cuTe chepu Ha IUrHTAIM3alMjara, Kako Jel OJ HOBUTE
TEXHOJIOUIKH ¥ WHIYCTPUCKU TIOJMTHUKH W arceHjuata 3a 3aKperHyBarbe
(https://digital-strategy.ec.europa.eu/en/policies /cybersecurity-strategy).

Ha 6 jynu 2025 roguna, CoBeroT Ha EBpornickara YHuja ycBou
pesunupan Ilnman 3a cajoep OGe3benHoct mpeky Ilpenopakarta Ha
Cogeror COM (2025). OBaa axxypupana pamka, mozHara kako [1inan 3a
cajOep Oe36enHoctT Ha EY, onuirysa kako EY, Hej3uHuTE 3eMju — wiieH-
KW ¥ Ha3HAYCHUTE KOOPAMHATUBHHU TeJIa K€ Ce TIOJrOTBAT U 3aeTHIYKA
Ke yrpaByBaar co rojieMu cajoep HHIMICHTH. | M 3aMeHyBa yrmarcTBara
012017 roguHa 1 03HaYyBa 3HAYaCH MPECBPT KOH OMEPATUBHO yCOTJIa-
CyBam€ BO YCJIOBU Ha pacTeukH cajOep 3aKaHu LITO BiHjaaT Ha KpHU-
TUYHAaTa MHPPACTPYKTypa u mpekyrpannynute cuctemu (https:/eur-
lex.europa.eu/eli/C/2025/3445/0j).

3. Cajoep - 6e30eqnocTa u Penydiuka CepepHa MakegoHuja

Hocera Peny6nuka CeBepHa Makejonuja He Onita U3okeHa Ha
MOCEPHO3HU cajOep Harma 1, HO KaKo MPUOPHUTET CE HAMETHYBA MoTpedara
O] TIpe3eMambe IMIPEBEHTUBHU MEPKH 3a CIIPABYBAHE CO BAKOB THIT 3aKaHH.
OcBeH Toa, MOTPeOHO € Ja ce BpLIaT KOHTHMHYWPAHU aHAIM3U U
UCTpaXyBama Ha HOBUTE TPEHIOBU BO o0acta Ha cajoep 6e30eHocTa, a
BpabOTEHNUTE BO MHCTUTYLIMUTE O 0€30€JHOCHUOT CUCTEM J1a TH ClIeAaT
cBerckute TekoBU. MHpopmarukara u 6e30eqHOCTa ce MCKITYYUTEIHO
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bayunau u ceordarHu o6JacTM KoM OapaaT MyJITHAMCUUTUTMHAPEH
MIPUCTAIl TIPYU HUBHO MPOYUYYBAE, HCTPAKYBAKHE HA CUTE HOBUTETH BO
oBHE 00J1aCTH, CO KpajHa IIeN Clle/ickhe Ha nHBeHTHBHITE Modus operandi
Ha JIMIaTa IITO BPIIAT KPUMUHAIHU aKTUBHOCTH O] OBaa 00JIacT.
3eMajku T MPeNBU]] 3aKaHUTE W PU3HIIUTE 3a cajoep MpocTop,
HEOMXOJHO € Kpeupame Ha HalMOHAJIHA cTpaTeruja 3a cajoep 0e3-
OemHOCT 3a Ja ce 00e30ear COOIBETHA 3aIlTHTa Ha cajoep MpOoCTOpOT,
3a yHampeayBame Ha HeroBaTa 0e30eJHOCT, KaKo ¥ 3alllTUTa Ha KpH-
TUYHAaTa WHPPACTPYKTYpa, 3aIITHTA HA IOJATOLUTE Ol JP)KABHHUTE
WHCTUTYIIMU W Tpel Cc¢ HUBHUTE Kiacupuuupanun WHPOPMAIUH,
MOJIATOIUTE HAa OU3HUC-3a€THHUIIATA M HA TParaHUTE BOOIIIITO.

Peny6nuka CeBepHa MakenoHuja cienejku rm MelyHapOIHUTE
TPEHI0BU Mpe3eMa HHUIIMjaThBa 3a U3paboTKa Ha CTpaTeruja 3a cajoep
0e30eIHOCT, CO IeNT yHAIpeIyBamke Ha cBojara cajoep 0e30emMHOCT U
CIIpeYyBarme HA PUUIIUTE U 3aKAaHUTE 33 HEJ3SUHHUOT cajoep mpocTop.

Bp3 ocHOBa Ha JToceramHUTe aHAJIM3HU, @ BO CMHUCJIA Ha MTPaKTHY-
HaTa noTpebda, noHeceHa e HamonanHa ctpareruja 3a cajoep 6e36em-
Hoct 2018-2022, xoja Biiagara Ha PenmyOsnka CeBepra MakeoHuja ja
ycBou Ha 107 cennunara oapsxana Ha 11.12.2018 roguna.

Nmajku ja npensua nocserenocta Ha PCM Bo cripoBeayBameTo
Ha WJejaTa 3a IIeJI0CHA JUTHUTAJIHA TpaHcdopMmalija Ha JpKaBaTta,
Bnanara na Penyonuka CeBepna Makenonuja ru nonece Crparerujara
3a cajoep 6e36enHOCT 2025 - 2028 roguna u HannonanHara pa3BojHa
crpaternja (HPC) 3a 2024-2044 ronvHa xou ce MeryceOHO TECHO
MOBP3aHU MPEKy KOMIUIEMEHTapHUTE ILIETTU 32 OJPKIUB, 0e30efeH u
OTIOPEH Pa3Boj.

JIBeTe cTpaTeruu v AenaT 3a¢JHUYKATE IPUHITATTN Ha HHKITY3H-
BHOCT, OJP>KJIMBOCT, AUTUTAIHA TpaHcopMallija U OTIIOPHOCT Ha CO-
Bpemenute 3akanu (https://mdt.gov.mk/mk-MK/regulativa/strategija-
za-sajber-bezbednost).

Crparerujata 3a cajoep 6e36emnoct 2025 - 2028 na PenybOnuka
CeBepHa MakenoHHja € CTpaTeUIKd TOKYMEHT, 4Hja IIeNl € MPeKy
LIMPOK CHEKTap Ha MEPKH U aKTUBHOCTHU Jla 00€30e11 YCIOBU 3a KOOP-
JUHHUPAH HAIlMOHAJICH OJTOBOP Ha MPEAU3BUIIMTE BO MOTJIE Ha cajoep
6e30e1HOCTa, KaKO M NpPEeBEHILHja o]l cajO0ep MHUUIACHTH U Haraiau
MpeKy u3rpajada Ha OTIOpPHA JTUTUTAIHA MHPPACTPYKTYpa U YOBCUKU
KaITaluTeTH.

HcroBpemeno, co unenctBoto Ha Pemybnuka CeBepHa Makeno-
Huja Bo HATO, ce nameTHa notpebaTa o1 moHecyBambe Ha CTpaTteruja
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3a cajOep o0paHa, BO COTJIACHOCT CO YCJIOBUTE o1 wieHoT 3 o1 CeBep-
HO-ATnaHckuoT J{oroBop criopen Koj 3eMjuTe Tpeda ja ru oApKyBaat
Y pa3BUBaaT WHAWBHYATHUTE U KOJCKTHBHHUTE KAIMAlUTETH, CO 1IeJ Ja
ce CIpaBaT Co MPEAU3BUINTE U 3aKaHUTE BO cajoep MpOCTOPOT.

HanmonannaTa crpaTteruja 3a cajoep 0€30€HOCT ja mperno3HaBa
cajoep ogOpaHaTa Kako aBTOHOMHA H CIIEIM(UIHA TPAaHKa BO MOIIHUPO-
KHOT KOHIIETIT Ha cajoep O6e30eaHocra. McTo Taka, coracHo 3aKOHOT
3a of0paHa, cajoep ogOpaHaTa ce MepIumupa Kako JeN 01 oJ0paHara
Ha JIp)kaBaTa. 3aKOHOT ja neuHupa og0paHaTa Ha JApKaBaTa Kako CH-
cTeM 3a o0paHa Ha HE3aBHCHOCTA W TEPUTOPUjATHHOT UHTETPUTET,
KaKO W 3alllTUTa HA JKUBOTUTEC HA IparaHUTe W HHUBHUOT HMOT O]
HajBopelieH Hanad. OBa BKIIydyBa u3rpaada Ha e(huKaceH CUCTeM Ha
HaI[MOHAITHA 0JJOpaHa, OJrOTOBKA U aHTAXUPAHC HAa PEIICBAHTHU CUIIU
Y CPEJCTBA M YIECTBO BO KOJICKTUBHUOT of0paHOeH cuctem Ha HATO
(Crpareruja 3a cajoep oabpana, 2020:1-2).

Conclusion

Potential threats can manifest themselves through a wide range of
phenomena, such as the proliferation of weapons of mass destruction,
international terrorism, unequal distribution of wealth, organized crime,
while the process of globalization further increases the effect of current
threats with direct consequences in terms of demand for energy resour-
ces, climate change, urbanization, unequal demographic trends and the
resulting socio-economic consequences. All of these potential threats
pose a security risk to critical infrastructures, which are susceptible to
the effects of the attack.

With the development of society, threats and risks take on a new
form, and unconventional threats are slowly coming to the forefront.
Modern risks and threats are interconnected and cannot be considered
separately. On the contrary, they multiply and reach enormous propor-
tions, and most often receive the epithet of hybrid threats.

The definition of hybrid threats most often refers to military
actions, but can also be applied to non-military actions that include
techniques that combine both cyber and traditional aspects. That is why
states are increasingly paying attention to the development of cyber-
security, and when it comes to the legal and political aspects of
cybersecurity, a trend has been observed for an increasing number of
countries to adopt their own national cybersecurity strategies. In this
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way, legal regulation of the area of operation of critical information
infrastructure is carried out, establishing cybersecurity as a priority for
national security. In fact, as an imperative of modern society, finding
new strategies and unique programs that will respond to security
challenges, risks, and threats in a timely and efficient manner, and will
enable users of information technology to live in a world that is con-
stantly changing. There are different approaches to solving cybersecu-
rity problems, but all agree and mostly emphasize the continuous
education of information technology users, raising awareness of the
need for protection, and building an information security culture.

In recent years, many countries have reformed or established cyber-
security institutions, including cyber incident response teams, cyber foren-
sic capacities, and specialized departments within the security services.

When it comes to the Republic of North Macedonia, through the
achievement of the strategic goals of the Cyber Security Strategy, the
protection and promotion of national interests in and through cyberspace
is enabled, and then greater economic growth and prosperity of citizens, to
strengthen national capacities in the national security of the state in
general, and efficient and effective management of critical infrastructure.

However, sovereign states often cannot independently protect
critical infrastructure, so more intensive international cooperation is
necessary, where the role of the UN, NATO and the European Union
will come to the fore, to develop joint early warning systems and increa-
se the interoperability of civilian and military capacities to protect the
proper functioning of institutions and secure infrastructure, including
energy resources. To this end, cooperation between NATO and the
European Union should enable complementarity in the implementation
of measures to improve the resilience of capacities in the long term. In
the end, it can be concluded that cybersecurity is an important part not
only of the national security of states, but also of collective security
systems and international security. To this end, cybersecurity strategies
adopted at the national and international levels provide not only the
legal, but also the operational framework for achieving the set goals,
which are to take effective measures for early intervention and dealing
with modern risks and threats.

Penensenru:
IIpod. n-p Credan bynakocku
IIpo¢. n-p Tarujana Amrankocka banocka
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